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The continued renewal of Network technology and the increasing popularity of 
computers, the communication of information between has been the rapid 
development, but also to the rapid growth of information relevant data, information 
and network technology with wide application of the accelerating expansion of the 
amount of information, information Data has become our daily work, an 
indispensable  element  of  life,  the  data  is  the  information  symbol,  the  data  value  
depends on the value of information. Information becomes more and more 
important. 
Network openness, interoperability and distributed features to make 
information security more and more attention. But because of the opening of the 
Internet determines the network data security to face a variety of challenges, the data 
integrity and safety has become a hotspot in the field of data security research. The 
operator authentication, data confidentiality during transmission and data migration 
consistency issues attract the attention of people. In view of the above problems, this 
article both theoretical and practical aspects of operator authentication, data 
encryption and data consistency checking dynamic discussed. 
Authentication to ensure that information is only for those who are legally 
authorized to obtain and access play an important role, so the establishment of an 
effective authentication mechanism becomes the key of information security. The 
article analyzes some of the existing password authentication scheme and presents a 
safety improvement program. Existing data for the Advanced Encryption Standard 
encryption algorithm (AES) and public key encryption algorithm (RSA), based on 
the advantages and disadvantages of both proposed in the data transfer process in 
order to ensure the security of data encryption algorithm should be used to 
dynamically ensure data security. Meanwhile in order to ensure data transmission 
and at the migration process consistency, proposed to use the MD5 algorithm to 















consistency detection, data inconsistency through system log backup data recovery, 
to ensure that the data consistency between the transmission and transfer process, to 
ensure data integrity and security. 
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